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Abstract 

Support Vector Machines (SVM) have shown strong performance in various classification tasks. However, SVM's performance deteriorates 

when faced with high-dimensional data due to the curse of dimensionality, where the increasing number of features reduces the model’s 

ability to generalize and increases computational complexity. This study addressed this challenge by using an enhanced SVM model that 

incorporates a Term Frequency-Inverse Document Frequency - Class Variance (TF-IDF-CV) feature extraction method applied in spam 

email classification. Unlike traditional methods, TF-IDF-CV considers class variance during feature extraction, which helps mitigate the 

negative effects of high-dimensional data. Experimental results demonstrate that the enhanced SVM outperforms traditional feature 

extraction techniques, including TF-IDF, Bag of Words, and Word2Vec, achieving an accuracy of 99.42%, precision of 99.43%, recall of 

99.42%, and an F1-score of 99.42%. These results highlight the model’s improved robustness and reliability, making it a promising solution 

for accurate and efficient spam detection in high-dimensional datasets. 
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INTRODUCTION 

Support Vector Machine (SVM), developed by Vapnik, is 

a well-known algorithm widely utilized for classification due 

to its strong mathematical foundation rooted in risk 

minimization. Fundamentally, SVM identifies the ideal 

decision boundary or optimal hyperplane that separates data 

points into distinct categories. The best decision boundary is 

the one that maximizes the margin between these categories, 

with the nearest data points—called support 

vectors—playing a key role in defining the classifier [1]. In 

the context of document classification, SVMs are frequently 

employed to categorize documents into various predefined 

classes [2] and have proved to be more accurate than most 

other classification techniques [3]. 

While SVM is great for classifying high-dimensional data 

[4], it is still not immune to the curse of dimensionality 

(COD), as all machine learning algorithms suffer from it [5]. 

COD describes the difficulties that emerge when processing 

and structuring data in high-dimensional spaces [6]. In 

high-dimensional, low-sample-size contexts, SVM can lead 

to data piling which happens when the training data from 

each class gets projected onto the normal vector of the 

separating hyperplane in such a way that all points in a class 

end up at the same position along this vector [7][8]. 

Feature extraction is a key step in data preprocessing for 

SVM classifiers, helping to address COD and enhance model 

performance. It involves transforming high-dimensional 

datasets into more manageable forms by removing redundant 

and irrelevant features while preserving the most informative 

aspects of the original data [9]. For text data, techniques like 

Term Frequency-Inverse Document Frequency (TF-IDF) are 

commonly employed to convert raw text into numerical 

feature vectors, reflecting word significance based on its 

occurrence in a document compared to its frequency across 

the entire corpus [10]. However, traditional TF-IDF does not 

consider the class variance, which can limit its ability to 

effectively differentiate between categories in classification 

tasks. 

To overcome this limitation, this study utilizes TF-IDF 

with Class Variance (TF-IDF-CV), an enhanced feature 

extraction method that integrates class-specific information 

into the feature weighting process. By incorporating class 

variance, TF-IDF-CV produces more representative features 

that capture distinctions between classes, improving SVM's 

ability to find the optimal decision boundary [11]. This 

enhancement not only helps reduce the impact of COD but 

also increases the overall accuracy and efficiency of SVM in 

text classification tasks, making it a more robust solution for 

high-dimensional data analysis. 

LITERATURE REVIEW 

Various studies have employed different algorithms for 

classification tasks. These studies provide a foundation for 

comparing improvements in SVM performance. While many 

studies focus on email classification, others explore broader 

applications of machine learning, such as language 

identification. This section reviews these studies, focusing on 

algorithm choices and the results obtained. 

[12] examined the performance of various machine 

learning algorithms in identifying spam emails. Using a 

dataset of 962 emails for training and 260 emails for testing, 

the study evaluates six methods: k-nearest neighbors (k-NN), 

Decision Tree, Random Forest, Naïve Bayes, SVM, and 

Adaboost. The results indicate that SVM achieved the highest 

accuracy at 97.33%, with Random Forest closely behind at 
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97.30%. The study concludes that SVM and Random Forest 

are the most effective models for spam detection, with future 

work suggested for deep learning approaches and model 

fine-tuning. 

[13] investigated the use of SVM in email spam detection, 

focusing on its ability to distinguish spam emails from 

non-spam ones. The proposed approach includes 

preprocessing techniques such as removing noise, numbers, 

and symbols, followed by feature extraction from email 

content and training an SVM classifier. The dataset used 

includes emails, though the exact size is not specified. The 

SVM model achieved 98% accuracy in classifying emails as 

spam or non-spam. 

[14] examined the effectiveness of ML algorithms, 

specifically Random Forest and Support Vector 

Classification (SVC), a type of SVM, in classifying phishing 

emails. Using a dataset of 18,650 email samples obtained 

from Kaggle, the researchers experimented with different 

training-to-testing splits (60:40, 70:30, 80:20) and applied the 

TF-IDF Vectorizer to convert text into numerical 

representations. The findings revealed that SVC consistently 

outperformed Random Forest, achieving the highest accuracy 

of 97.52% with a 70:30 data split, compared to Random 

Forest's maximum accuracy of 96.57%. This study highlights 

the superior performance of SVC in phishing email 

classification, contributing valuable insights into enhancing 

cybersecurity measures. 

[15] evaluated the performance of six machine learning 

algorithms—Decision Tree, Gaussian Naïve Bayes, k-NN, 

Logistic Regression, SVM, and Random Forest—for 

detecting hate speech on Twitter. Using a large dataset 

containing both positive and negative hate speech samples, 

the text data was processed using CountVectorizer before 

training and testing the models. The findings revealed that 

Random Forest, Decision Tree, and SVM outperformed other 

algorithms, achieving accuracies of 98.2%, 96.2%, and 

95.5%, respectively. The study concludes that these models 

are effective at detecting hateful content on Twitter, with 

future work focusing on improving efficiency and expanding 

applicability to other social media platforms. 

[16] explored language identification by evaluating 

different machine learning models and text vectorization 

methods. The study evaluated three models—Naïve Bayes, 

Logistic Regression, and SVM—along with two 

vectorization methods: BoW and TF-IDF. Using a dataset 

from Kaggle containing 10,367 samples in 17 languages, 

including four Indian languages, the researchers found that 

Logistic Regression with TF-IDF achieved the highest 

accuracy at 98.45%, followed by Naïve Bayes with BoW at 

97.34%. The study concluded that Logistic Regression with 

TF-IDF performed best, but identified challenges with very 

short sentences and multilingual texts, suggesting areas for 

future work using larger corpora and LSTM methods. 

In the context of feature extraction methods, [11] 

introduced the TF-IDF-CV approach, aiming to address 

limitations of traditional TF-IDF by refining how textual 

features are weighted. TF-IDF-CV incorporates class 

variance, which adjusts weights based on a word’s 

distribution across categories and within documents. This 

approach emphasizes features that are uniquely characteristic 

of specific classes and evenly distributed in text, potentially 

enhancing classification accuracy. Although not widely 

adopted, TF-IDF-CV shows promise in boosting model 

performance, and this study applies it with SVM to improve 

classification accuracy. 

[17] expanded on the limitations of statistical approaches 

like TF-IDF by leveraging semantic representation through 

Word2Vec for single-label (SLC) and multi-label (MLC) 

classification of research articles. The study utilized metadata 

features such as titles, keywords, and general terms from two 

datasets (JUCS: 1,460 articles; ACM: 86,116 articles) and 

introduced a semantic-based text representation method. 

Additionally, a data-driven approach was proposed to 

determine MLC thresholds without requiring domain 

expertise. The results showed that combining title and 

keywords achieved the highest accuracy for SLC (0.86 for 

JUCS, 0.84 for ACM) and MLC (0.81 for JUCS, 0.80 for 

ACM). The study concluded that semantic models improve 

classification performance compared to traditional statistical 

techniques while reducing cognitive dependence on 

expert-defined thresholds. However, computational 

inefficiency was identified as a limitation, suggesting the 

need for further optimization. 

METHODOLOGY 

This study aims to enhance spam detection by applying an 

optimized feature extraction technique with an SVM 

classifier. The methodology comprises four phases: 

preprocessing, feature extraction, model training, and 

evaluation. The effectiveness of the model is measured 

through essential indicators like accuracy, precision, recall, 

and F1-score to demonstrate the efficiency of the proposed 

approach. 

Dataset: 

This research uses a dataset originally prepared by V. 

Metsis, I. Androutsopoulos, and G. Paliouras [18], referred to 

here as the Metsis Dataset. It consists of 33,716 pre-labeled 

emails, with 16,545 classified as ham and 17,171 as spam, 

making the dataset balanced. The ham emails are exclusively 

derived from a subset of the Enron corpus, while the spam 

emails originate from four primary sources: the 

SpamAssassin corpus and the Honeypot project, contributing 

a combined total of 5,175 spam emails; Bruce Guenter’s 

spam collection, adding 6,000 spam emails; and an additional 

6,000 spam emails personally collected by G. Paliouras. In 

this dataset, each email combines both the subject line and 

body into a single text field, with ham assigned a label of 0 

and spam a label of 1. 

Preprocessing: 

While the initial Metsis Dataset was preprocessed to a 

large extent, some inconsistencies remained, such as residual 
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symbols, capital letters, and unnecessary whitespace. To 

address these problems, the researchers converted all text to 

lowercase, removed any extraneous symbols, and eliminated 

redundant whitespace. This additional preprocessing step 

ensured a uniform text format, facilitating consistent feature 

extraction and improving the robustness of the spam 

detection model [19]. 

Feature extraction: 

Feature extraction converts raw email content into a 

structured form suitable for machine learning classifiers [20]. 

In this study, the researchers apply TF-IDF with class 

variance (TF-IDF-CV) as the primary feature extraction 

method. To evaluate its performance and effectiveness, 

TF-IDF-CV is compared against other widely used 

techniques, such as Word2Vec, Bag of Words (BoW), and 

the traditional TF-IDF approach [17]. These methods were 

selected as benchmarks to assess the improvements 

introduced by TF-IDF-CV with SVM. 

Term Frequency Inverse Document Frequency (TF-IDF): 

TF-IDF is a technique that sets weights to terms according 

to their relevance in a document relative to their frequency 

compared to their occurrence throughout the dataset. The 

core idea behind TF-IDF is that terms frequently appearing in 

a specific document but rarely in others are more informative 

and should be assigned a higher weight [21]. This technique 

is particularly effective for identifying distinguishing words 

in spam detection, as certain terms appear more commonly in 

spam emails than in non-spam (ham) emails. 

The TF-IDF score for a term i within a document j is 

determined using the following formula: 

𝑇𝐹 − 𝐼𝐷𝐹𝑖𝑗 = 𝑡𝑓𝑖𝑗 × log (
𝑁

𝑑𝑓𝑖+1
)                                  (1)   

Equation (1) [21], in which N represents the total count of 

documents in the corpus, and dfi refers to the frequency of 

term i across those documents. In this equation, the TF 

component measures a word’s significance within a 

particular document, while the IDFij (inverse document 

frequency) component assesses its rarity across the corpus. 

By combining these two factors, TF-IDF emphasizes terms 

that are especially characteristic of individual documents, 

which enhances the model's effectiveness in differentiating 

between spam and ham emails. 

Term Frequency Inverse Document Frequency with Class 

Variance (TF-IDF-CV) 

The TF-IDF-CV weighting method builds upon the 

traditional TF-IDF by incorporating three distinct factors α, 

β, and γ that are designed to enhance the weighting by 

accounting for class-specific distribution, interclass 

relevance, and term variance, respectively [11]. These 

distribution factors collectively aim to improve the 

identification of distinguishing terms between classes, 

especially in cases of imbalanced datasets, such as spam and 

ham email classification [11][22][23]. 

For a given term t within a document d, the TF-IDF-CV 

weight assigned to t in d is expressed as: 

𝑇𝐹  −  𝐼𝐷𝐹  −  𝐶𝑉𝑡𝑑  
=  𝑇𝐹𝑡𝑑  × 𝐼𝐷𝐹𝑡   ×  𝛼𝑡   × 𝛽𝑡  
× 𝛾𝑡                                                       (2)  

Each term in the formula has a specific role in emphasizing 

certain characteristics of words within the dataset. The α, β, 

and γ introduce class-level adjustments to the term weights 

based on distribution and variability among classes (spam 

and ham). 

Category Distribution Factor (α) 

The category distribution factor αt accounts for the 

distribution of a term t across different classes, ensuring that 

terms disproportionately appearing in one class are given 

more weight. This factor is crucial for balancing the influence 

of classes with varying document counts, as it emphasizes 

terms prevalent in smaller classes, which are often 

underrepresented in traditional TF-IDF calculations [22][23]. 

While the current dataset is balanced, incorporating this 

factor ensures that the methodology remains effective for 

datasets with varying class distributions. 

The α factor is computed as: 

𝛼𝑡   =   log2 (
𝑁

𝑛𝑡,𝑐
)                                                           (3) 

where N represents the total count of documents, and nt,c 

denotes the count of documents in class c that contains term t. 

Category distribution is calculated for each class and 

aggregated across all classes to provide a comprehensive 

weight for terms based on class distribution [11]. 

Interclass Distribution Factor (β) 

The interclass distribution factor βt enhances the weighting 

by evaluating the presence of a term t across classes. This 

factor emphasizes terms that are specific to one class over 

others, as such terms are critical for distinguishing between 

classes in classification tasks [11][23]. 

The β factor is formulated as: 

𝛽𝑡 =   log2 (2  +  
𝑡2𝑐

𝑛2𝑐
)                                                (4) 

where t2c is the sum of term occurrences of t within class c, 

n2c indicates how many documents in class c include term t. 

The interclass distribution considers the relative distribution 

of term t within each class and aggregates this distribution 

across all classes. By assigning higher weights to terms with 

concentrated occurrences in specific classes, βt helps improve 

the model's effectiveness in distinguishing between classes. 

Variance Distribution Factor (γ) 

The variance distribution factor γt quantifies the dispersion 

of term t within a class, accounting for how the term's 

frequency varies across documents. Terms with higher 

variance are given more weight, as they are more likely to be 

central to distinguishing between classes, especially in 

high-dimensional spaces where such variance indicates a 

term's importance in capturing the class's defining 

characteristics [11][23]. 
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The γ factor is calculated as: 

𝛾𝑡   = log2 (
∑ (𝑡𝑗 − 𝜇)

2𝑚
𝑗=1

𝑛3
)                                                  (5)  

where m denotes the positions of term t in documents, μ is 

the mean frequency of term t across the documents in a class, 

and n3 refers to the total count of documents where t appears 

in that class. The variance distribution γt captures the 

variance of term distributions across all documents. By 

amplifying weights for terms with high variance, γt enhances 

the model's ability to recognize terms that exhibit unique 

patterns across documents within a class. 

The final computation of TF-IDF-CV is represented as: 

𝑇𝐹  −  𝐼𝐷𝐹  −  𝐶𝑉𝑡𝑑   =  
𝑇𝐹 × 𝐼𝐷𝐹 × 𝛼𝑡 ×𝛽𝑡 × 𝛾𝑡

√∑ (𝑇𝐹−𝐼𝐷𝐹−𝐶𝑉𝑡𝑑)2|𝑉|
𝑖=1

             (6)  

By integrating α, β, and γ, the researchers achieve a 

weighting scheme that dynamically adjusts term weights 

based on their relevance across different classes and the 

variance of their occurrence. In this formula the V is the 

vocabulary size. This normalization step uses the L2 

normalization to ensure that each document’s feature vector 

has a consistent length, which is critical for classification 

stability in high-dimensional spaces. 

Model Training: 

Once the features have been extracted through 

TF-IDF-CV, the next phase is training the machine learning 

model. The dataset is separated into training (80%) and 

testing (20%), ensuring that the model learns from the 

majority of the data while being evaluated on unseen 

samples. In this study, the researchers use linear SVM as the 

primary classifier. Additionally, Logistic Regression, 

Random Forest, and Naïve Bayes are included for 

comparison to assess classification performance and evaluate 

SVM's strengths and limitations against other widely used 

classifiers [15]. 

Support Vector Machine (SVM): 

SVM falls under supervised machine learning algorithms 

and is primarily designed for classification tasks. SVM works 

by mapping the data points into a higher-dimensional space, 

enabling a hyperplane to distinguish between classes [1][3]. 

The model aims to maximize the margin between the closest 

data points of each class, known as the support vectors. These 

support vectors are the critical elements in defining the 

hyperplane, as they determine the margin and the 

classification decision boundary. 

The hyperplane can be expressed as follows: 

𝑤  ×  𝑥  +  𝑏  =  0                                                               (7) 

where w represents the weight vector that determines the 

hyperplane’s direction, x is the feature vector of the data 

instance, b is the bias term that repositions the hyperplane. 

The objective is to determine the best possible hyperplane 

that optimizes the separation margin between classes. This 

margin is the measured distance between the hyperplane and 

the immediate data points from each class, referred to as 

support vectors [21]. The optimal margin is given by: 

𝑀 arg 𝑖 𝑛  =
1

||𝑤||
                                                            (8) 

In the case of linearly separable data, the optimization 

problem involves determining w and b that satisfy the 

constraints: 

For data points of class 1 (yi = +1): 

𝑤  ×  𝑥 + 𝑏  ≥ +1                                                              (9) 

Any points or features belonging to class 1 should be on 

one side of the hyperplane with a margin of at least 1.  

For data points of class -1 (yi = −1): 

𝑤  ⋅  𝑥 + 𝑏  ≤   − 1                                                            (10) 

Any points or features belonging to class -1 are on the 

opposite side of the hyperplane with a margin of at least 1. 

The separation hyperplane is then chosen to maximize this 

margin while ensuring that the constraints are satisfied. 

Evaluation: 

During the model evaluation phase, classifier performance 

is measured using key metrics that assess effectiveness in 

distinguishing between spam and ham emails. These are 

drawn from the confusion matrix, which compares predicted 

labels with actual labels in the dataset [21]. The main 

evaluation criteria in this study include accuracy, precision, 

recall, and F1-score. 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
                            (11)  

Pr 𝑒 𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
                                                 (12) 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
                                                        (13) 

𝐹1 − 𝑠𝑐𝑜𝑟𝑒 = 2 ×
Pr 𝑒 𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑅𝑒𝑐𝑎𝑙𝑙

Pr 𝑒 𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
                    (14)  

These metrics are calculated from the four fundamental 

components of the confusion matrix: True Positives (TP) are 

the spam emails that the classifier correctly identifies as 

spam, while True Negatives (TN) refer to ham emails that are 

correctly identified as ham. False Positives (FP) occur when 

ham emails are mistakenly marked as spam, and False 

Negatives (FN) arise when spam emails are incorrectly 

labeled as ham. Together, these metrics provide a 

comprehensive assessment of the model’s classification 

accuracy as well as its tendency to misclassify emails. 

RESULTS AND DISCUSSION 

This research trains the SVM model using TF-IDF-CV 

with the Metsis Dataset. The enhanced method demonstrated 

a high degree of effectiveness in classifying emails. As 

shown in Table 1, when comparing its performance to a 

standard TF-IDF feature extraction, BoW, and Word2vec, 

the TF-IDF-CV model achieved slightly superior results 

across key metrics, confirming its potential for improved 

email classification accuracy. 
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Table 1: Classification Performance Metrics for TF-IDF, BOW, Word2Vec, and TF-IDF-CV applied with SVM model 

SVM Classification with Feature Engineering Algorithm 

Algorithm Accuracy Precision Recall F1-Score Prediction 

Word2Vec 98.18 
98.30 97.96 98.14 Benign 

98.06 98.84 98.21 Spam 

BOW 98.21 
98.48 97.85 98.17 Benign 

97.95 98.54 98.24 Spam 

TF-IDF 98.86 
99.48 98.19 98.83 Benign 

98.27 99.51 98.89 Spam 

TF-IDF-CV 99.42 
99.79 99.03 99.41 Benign 

99.08 99.80 99.43 Spam 

 

The evaluation of feature extraction 

techniques—Word2Vec, BoW, traditional TF-IDF, and the 

enhanced TF-IDF-CV—revealed notable differences in 

classification accuracy and precision when applied to an 

SVM classifier for spam email detection. The BoW model 

attained 98.21% accuracy, with precision rates of 98.48% for 

benign and 97.95% for spam emails. Similarly, Word2Vec 

delivered an accuracy of 98.18%, with a precision of 98.30% 

for benign and 98.06% for spam emails. Traditional TF-IDF 

demonstrated further improvement, reaching 98.86% 

accuracy, with precision scores of 99.48% for benign and 

98.27% for spam classifications. However, the enhanced 

TF-IDF-CV outperformed all other methods, achieving 

99.42% accuracy, with precision rates of 99.79% for benign 

and 99.08% for spam emails. These results underscore the 

effectiveness of TF-IDF-CV in improving precision and 

accuracy, addressing high-dimensionality challenges in text 

classification, and enhancing SVM-based spam detection. 

The enhanced TF-IDF-CV feature extraction technique 

was further applied to four machine learning 

classifiers—Logistic Regression, Multinomial Naïve Bayes, 

Random Forest, and SVM—was conducted to evaluate and 

identify the optimal model for spam email classification. The 

results, presented in Table 2, highlight notable variations in 

classifier performance across key metrics. These findings 

emphasize the influence of classifier selection when utilizing 

the TF-IDF-CV method for email classification. 

Table 2: Classification Performance Metrics for Logistic Regression, Multinomial Naïve Bayes, Random Forest, and SVM 

Models applied with TF-IDF-CV 

Models 
Classification Models with TF-IDF-CV 

Accuracy Precision Recall F1-Score 

Logistic Regression 98.89 98.92 98.87 98.89 

Multinomial Naïve Bayes 99.04 99.03 99.04 99.04 

Random Forest 98.86 98.86 98.86 98.86 

Support Vector Machine 99.42 99.43 99.42 99.42 

 

SVM demonstrated the highest performance metrics, 

achieving 99.42% accuracy, 99.43% precision, 99.42% 

recall, and 99.42% F1-score, indicating its strong capability 

to differentiate between spam and benign emails. This 

confirms SVM's compatibility with TF-IDF-CV, as it 

effectively leverages the extracted features for improved 

separation of classes. In comparison, Multinomial Naïve 

Bayes also performed well, reaching 99.04% accuracy, but 

with slightly lower precision and F1-scores. Logistic 

Regression and Random Forest achieved competitive 

accuracy rates of 98.86% and 98.89%, respectively; however, 

these models did not match the precision and F1-score of the 

SVM, suggesting they were less effective at capturing 

nuanced differences in the email data. 

CONCLUSION 

This study showed that TF-IDF-CV significantly improves 

SVM’s performance, achieving better accuracy, precision, 

recall, and F1-score compared to conventional approaches. 

The findings highlight TF-IDF-CV’s ability to address 

high-dimensional challenges, enhancing SVM's overall 

effectiveness. Future research could focus on refining 

TF-IDF-CV or exploring additional feature engineering 

techniques to further boost SVM's performance. This 

improvement in SVM's capabilities opens up possibilities for 

its application in other complex classification tasks. 
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