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Abstract

The safety, authenticity, and integrity of different electronic mechanisms, including e-government, online education, e-commerce, and
electronic voting, are essential to their success. The transmitting of information within people and end viewers are very much essential now
a days. To meet all these requirements, sensitive data should be digitally signed by the individual who sent it and absolutely confirmed by the
person who is to receive it, as digital signature methods are essentially difficult cryptographic techniques which form the message in plain
text format. The standard of functionality of these electronic services varies depending on various factors like key size, complexity of
computation, privacy criteria, specific to the application variations, etc. In order to obtain the best outcomes, we have carefully reviewed the

standard digital signature schemes in this paper.
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INTRODUCTION

In current scenario, various kinds of data are transferred
across the internet containing some of the information that is
highly confidential, which needs a high security. Various
techniques and algorithms are used to maintain security of the
data from third party. This is known as Cryptography, that is
the branch of cryptology, that deals with the designing of
algorithms for encryption and decryption. A Digital
Signature is a significant type of authentication using a
public-key cryptographic system. Digital signatures should
not be jumbled with an Electronic Document, that is a Digital
Certificate containing digital signatures of proceeding
Certifying Authority. It combines a public key and an identity
key that is used for verifying that the public key belongs to a
specific individual or entity [1].

Digital Signature is one of the most important tools for the
implementation of secure and truthful sign. Communications
between partners is a significant issue that can not be secured
by the traditional physical method of signature. Hence, we
are using digital signature that provides appropriate
background for secure communication using various
schemes. Digital signature increases efficiency, security,
services along with signing and verification capabilities. It
improves the group working and company security
maintenance using cryptography [2]. Physical signature can
be forged easily whereas the digital signature is a full-proof
method. Realizing the importance and necessity of digital
signature, numerous governments have passed laws to
empower the utilization of digitally signed documents rather
than paper documents.

In today’s world digital signature are implemented in most
of the fields such as government, health care, manufacturing,
financial services, and cryptocurrency [3]. While talking
about security in digital signature, the CIA triad is one of the

most important among them. CIA stands for confidentiality,
integrity, and availability. Integrity is maintained when there
is no data corruption and availability means that the data
should be readily available to users but maintaining
confidentiality in digital signature is tiresome [4] [5]. To
ensure confidentiality we can encrypt the entire message
using the recipient’s public key. Since public-key
cryptography requires rigorous computations, it is necessary
to speed up these computations by using either efficient
software algorithms or special purpose hardware [6] [7].

Different approaches like RSA algorithm, MD-5, SHA are
used to provide security in digital signature [8]. In digital
signature computation two techniques are used, those are
Symmetric key Cryptosystem and Public key Cryptosystem
[9] [10]. In symmetric key system, a secret key is used that is
known only to the sender and the proposed receiver. Due to
increase in number of user pairs, it becomes difficult in
generation,  distribution,  signing, verification, and
management of the key pairs [11] [12].

The remainder of this paper is organized as follows. In
Section 2, Literature Survey is elaborated in tabular form.
Section 3 provides an idea on background of digital signature
working technique. Section 4 describes the different digital
signature privacy scheme. Section 5 includes conclusion and
future work.
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LITERATURE SURVEY ON DIGITAL SIGNATURE SCHEMES

SL.NO NAME AUTHOR PUBLISHER SUMMARY

1 A comprehensive | J. Chandrashekhara, | IJIRCST, In cryptographic protocols, Digital signature
study on digital | Anu V B, Prabhavati | 2021 techniques are generally used to provide
signature H, Ramya B R authentication,  delivery and  agreement

authenticated key. It provides the most secure
data during online transaction. Apart from
non-repudiation, other factors like cost and
time-efficiency, imposing industry standards,
flexibility etc had also been taken into
consideration.

2 Digital signature | Weidong Fang, Wei | Springer, A digital signature schemes are an operative
scheme for | Chen, Jun  Pei, | 2020 approach to accomplish non-repudiation. As one
information Weiwei Gao, Guohui of the most promising technologies, Blockchain
non-repudiation in | Wang is widely in use. The features of the digital
blockchain: a state signature and blockchain is to promise
of art review. non-repudiation of the information.

3 The study of | Unnati Patel, | ISSN, 2019 With the advancement of internet, digital
digital signature | Ashaben Patel, signature becomes gradually more important for
authentication Falguni Suthar security because of its integrity and privacy
process factors. Digital signature schemes promise three

properties information security. Approaches of
digital signature affixed by a single user have
been defined and used widely.

4 Security  system | Farah Jihan Aufa, IEEE Researchers have combined RSA-1024 with
analysis in Endroyono, 2018 DSA-512 since it has a rapid computation time.
combination . This combined method can encrypt messages as
method: RSA Achman Affandi well as provide digital signatures.
encryption  and
digital signature
Algorithm.

5 Analysis of digital | Dimple Bansal, | 1JCA,2017 The author described how hash has a role in
signature Manish Sharma, secure digital signature and described how
algorithm for | Ayushi Mishra authenticity is provided to digital data using
authentication and digital signature. Also proposed idea about
privacy of digital various DSA like ‘Edward curve DSA, DSA
data based on x™ root problem, and modified

ElGammal over RSA.

6 A new e A new | Mr Prasun Kumar | IJOURNALS, | The author has determined the technique which
efficient  digital | Mitra, Mr Debashis | 2016 has least time complexity for the creation of
signature Hati, Mr Partha digital signature. Some algorithms are also
algorithm  based | Haldar discussed based on block cipher and the
on block cipher algorithm are compared based on least execution

time. MATLAB is used as a tool in this
experimental study

7 An Introductionto | Mehram  Alidoost | arXiv, The author has given comparing view on
digital signature | Nia, Ali Sajedi, argo | og14 different signature scheme to optimize signing
scheme Jamshidpey procedure. Different schemes like Batch,

forward-secure, Blind and Proxy scheme are
discussed and compared based on security,
verification, difficulty, and efficiency.
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Digital Signature | Mr. Puran Krishen

Koul

SL.NO NAME AUTHOR PUBLISHER SUMMARY
8 Research on | Yong Huang, Fugui | SCIRES,2014 | The objective of the paper is how to avoid illegal
digital Signature | Chen, Peixin Qu tampering and trading each-others identity using
based on Digital digital signature and ensure five major concern
Certificate like confidentiality, integrity, authenticity,
availability, and non-repudiation.
9 Design and | K. Ramya, K. | IJERT, 2013 | This paper proposes the algorithm of Digital
Implementation of | Suganya signature and has also given a brief idea about
Digital Signature supported algorithms like RSA and hashing
algorithms.
10 Robust RSA for | Mr. Virendra Kumar, | 1JCSI, 2011 The whole algorithm with each step is described

here with additional challenges. The RSA
algorithm suffers from Multiplicative Property,
Integer Factorization. The failure of RSA
algorithm means, the imitating of the digital
signatures of a Certifying Authority could be
computationally viable. This would result in the
fake digital signature certificate generation, thus
defeating the actual purpose of the employment
of certifying authorities in public rejection of E-
commerce.

DIGITAL SIGNATURE BACKGROUND

Digital Signature

The signer to denyigital signatures are playing an
important role is internet application in business transaction,
electronic mail etc. Digital signature makes it impossible for
sender to disagree about signing the data. This can also be
referred as maintaining non-repudition [13]. The basic idea
about implementing digital signature of documents is not to
veil what a message declares but somewhat to verify that, it is
originated from a specific sender [14].

Digital Digital Signature
@ Signature Creation Verification
- AN '/ [
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Figure 1. Model of Digital Signature [15]

Digital Signature is constructed on asymmetric key
cryptography, which is primarily a mathematical application
over the digitally signed document to certify its validity and
integrity to its operators [16] [17]. It is also used in detection
of reliability of the signed document. A Digital Signature
should provide CIA (Confidentiality, Integrity, and
Authentication) [15]. Digital signature algorithm comprises
of Key Generation, Signature Generation and Signature
Verification algorithm [18].

Process of Digital Signature

Key Generation

The key generation algorithm uniformly chooses a private
key from a set of probable private keys [19] [3].
. Letus assume a large prime ‘m’.

2. And ‘n’ be the prime divisor, such that (m - 1) mod n =
0.

3. Anarbitrary integer ‘i’ is selected that (1<i<n) and (i
*n)mod m =1 as well as
i=h{(m-1)/n} mod m.

4. Select a private key ‘x’ such that 0<x<q.

5.  Compute public key by using the formula 'y =
p.

6. Private key package = [m, n, i, X].

7. Public key package = [m, n, i, y].

8. Generate the hash ‘h’ of the message using Hash
function [20].

i* mod

Signature Generation

In signing algorithm, a signing key is used to produce a
signature over raw data.

1. An arbitrary integer ‘k’ is taken, where 0 <k <q.

2. We can compute a = {(i¥ mod m) mod n}

3. Compute b ={k*(h+ x *a) mod n}

4. Hence {a, b} = Digital Signature [3].

Signature Verification

A signature can be validated by a party who has no
knowledge of the signing key.
1. A verification component ‘V’ has three parameters
that are: w, z1, Zo.
2. Compute w from (b *w) mod n=1
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Calculate z1, using z1 = (h * w) mod n

Calculate z2, using z2 = (a * w) mod n

Now V = [{(i**. y*?) mod m} mod n]

6. The signature is verified if and only if V = = a [21].

ok~ w

Hash function

Hash function renovates a large integer length into a small,
fixed length variable. In simple language we can say that hash
function maps a large number or a string into a usable small
integer for the index in the hash table. The output of hash
function is referred as ‘Message Digest’ [22]. Hash function
advantages in minimizing computation requirements as the
signature has short and fixed length hash, which moreover
increases the security level of the signature [23].

Properties of hash function

a. Collision-free.
b. Puzzle friendly.
c. Guessing input from the output is difficult.

Secure Hash Algorithm (SHA)

It is the hash functions used as a Government Standard and
has been promoted by the National Institute of Standard and
Technology (NIST). The successors are SHA-1, SHA-2,
SHA-3 [24]. Every piece of data generates a unique hash
value that is systematically unmatchable with any other piece
of data [25].

Message Digest (MD)

This algorithm is developed by Ronald Rivest in the year
1989. It is used to deliver a hash function that is secured and
used for a processor of 8-bits.

10101000101010100010101010............ 101010001010101000
[

‘ Message into bits
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Each unit has 256 bits.

v ¥ ¥ ¥
64 64 64 64

Figure 2. The MD5 Algorithm [26]

Currently message authentication process is playing a vital
role in various applications such as Internet protocol (IP)
related works as well as network management. Distinctive
Digital Signature Schemes, have some performance
overhead, which is often hefty to function with. Thus, we
need to concentrate on the message-authentication built on
shared secret key, which is ideally combined with the hash

function [14].

Table 1. Comparison of different hashing algorithm

Hashing Algorithm | Input (in bits) | Output (in bits)
SHA-1 160 40

SHA-256 256 64

SHA-512 512 128

MD 5 128 32

DIGITAL SIGNATURE PRIVACY SCHEME

Initially a key pair is generated consisting of public key
and private key of the sender. That public key is then sent to
the recipient using any reliable mechanism which is not a
secret necessarily. The private key is used for aligning and
encryption by the sender. Then for verification process, the
receiver uses the public key that is provided by the sender.
Generally, the sender provides the data to the hash function
which in return produces a hash value. Hash value and private
key is provided to the signing algorithm, then the parameters
of signature are generated [27] [28]. The signature is then
appended to the data and send to the receiver, then the digital
signature is verified using the verification key or public key.
Then hash value is generated and used for the creation of
verification parameter. The verification parameter is
compared to the signature parameter and hence decided
whether the signature is authentic or not. If the value is same,
then it is acceptable otherwise rejected [29].

Privacy Scheme

In the current digitally signed documents, there is no
provision for maintaining privacy. Anyone can view the
document although they cannot modify it. Privacy can be
maintained using cryptographic techniques like AES, RSA,
Diffie-Hellman algorithms. Blockchain can also act as a
privacy maintaining technique [30].

RSA (Rivest, Shamir, Adleman)

RSA is currently in wide use in various platforms. We can
demonstrate RSA using sender and receiver. It is developed
by Ron Rivest, Adi Shamir, and Len Adleman. This
algorithm is used for public-key cryptography [31]. But there
are also some challenges in RSA, like multiplicative
property, integer factorization [32] [33]. RSA protect the data
from pollution attack as well as eavesdropping attack by
indicating the odds of attacker reading the original messages
and imitating a effective signature for an irrelevant random
packet are both unimportant purposes of Security Parameters
[34]. The failure of RSA algorithm means, the imitating of
the digital signatures of a Certifying Authority could be
computationally viable. This would result in the fake digital
signature certificate generation, thus defeating the actual
purpose of the employment of certifying authorities in public
rejection of E- commerce [35] [36]. RSA not only encrypt
and decrypt data but also sign and verify the data packets. It
does not dictate the use of a specific hash function therefore
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the security is partially dependent on choice of hash function
that is used for the computation of the signature [37].

n= 1685287
public key =3

private key = 1241787

Figure 3. Key used in RSA. [38]

99010091090

Figure 4. Result of decryption. [38]

Here is a simple example of RSA functioning using
different keys in fig-3 and if we try to decrypt the message
then it will show result like shown in fig-4 which is hard to
read [39]. RSA uses 3 processes to implement a successful
digital signature that is key generation, digital signature
generation(fig-5) and digital signature verification(fig-6).
Digital Signature generation process:

o Digital signature algorithm is utilised to produce a

digital signature.

e A record that is signed by keys produced by
algorithms.

e The private key of the sender is used to sign a
document and produce a signature.

e Hash value is generated from the document by
applying a hash function then private key encrypts this
hash value.

e The document which is produce by the Digital
Signature Algorithm encryption is mentioned as
digitally signed document, after that this document
will send over the network or to receiver end.

Digital Signature Verification process:

e The identical hash function is applied to decrypt the
hash using the public key of the sender at the receiver
end.

e If both hash value matched, then the signature is
properly validated.

e So, the message can be accepted otherwise it is

rejected.
J— 1 Senders Private Key
| 7 |
| MD ;! DS
MLy o — g\ — *H
v
Mand DS| M

Internet

Figure 5. Digital Signature Generation Process [39]

MD
Internet ) M ——{ g}—»
MD
Senders Public Key

Figure 6. Digital Signature Verification Process [39]

AES (Advanced Encryption Standard)

This is amongst the most widely adopted encryption
algorithm. It uses symmetric block cipher for key generation.
The length of the key determines the humber of rounds in
AES. It has various key lengths of 128, 192, 256 bits. AES
encryption process uses a refining procedure that depends on
the number of the chord used. The relationship between the
key length and the number of rounds is as follows [40].

Table 2. Number of Key Lengths and rounds.
AES Key Length (bits) Number of Round (Nr)

128 10
192 12
256 14

There are 4 steps in this algorithm that are byte
substitution, shift rows, mix columns, add round keys. It is
executed in software and hardware all over the world to
encrypt delicate data. In this algorithm the computations are
performed on bytes instead of bits. Various applications are
using AES algorithm like, wireless security, processor
security, SSL/TSL and file encryption etc [38]. AES
algorithm can reserve the privacy and integrity of data in
Message Transfer Process.

Diffie-Hellman

Diffie-Hellman is an asymmetric encryption algorithm
which was published in 1976 which is named after Whitfield
Diffie and Martin Hellman. It is a protocol used for
key-exchange, that enables communication between two
parties over public channel to establish a mutual secret. Here
the key size the same as the authentication certificate
(1024-2048 hits) [31].

Blockchain

Blockchain in digital signature is employed for the
verification of the user’s impression of the transaction. It uses
the private key for signing of the digital transaction whereas
the public key is used to authorize the sender. Blockchain
along with digital signature ensures the safety of our identity
that is genuine and authenticated [30]. Digital signing in
blockchain aims to authenticate transactions. Each node in
the network verifies the submitted transaction and then
makes an informed decision asking the whole network to add
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on it. The main advantage is that, in the event of a dispute, we
can prove whether our document has been tampered or not

[37].

CONCLUSION AND FUTURE SCOPE

In this paper we have focused on several schemes of digital
signatures that will secure the document properly. The digital
signatures along with privacy schemes is addressed in this
paper which also enable the confidentiality. Here, we not
only focused on the traditional cryptography methods, but
also have emphasized the importance of new emerging
technologies on cryptography for both digital signature and
encryption implementation.

The main objective of this paper is to provide a basic idea
on different schemes of digital signatures with privacy
parameter to the researchers. In future we will plan to
simulate the digital signatures with RSA and AES scheme to
check the standard of confidentiality maintained.
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